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Introduction:
The Tributaries and Distributaries
of Computer Network Histories

Paolo Bory, Gianluigi Negro, Gabriele Balbi

Long before the birth of the Internet, before the construction of roads,
railways and highways, before the discovery of blood and neural systems,
rivers were the main channels of communication and the world's “natural”
networking infrastructure. In all continents, rivers were worshipped as
gods with specific spirits. They provided water and fertility, like the Nile
in ancient Egypt, the Amazon in Latin America, and the Yellow River in
China. Rivers are also myths and symbols: they have played a role in the
founding mythologies of cities like Rome (the two founders Romolo and
Remo were saved by the god of the river Tiberinus) or were symbols of
freedom in formative novels like Mark Twain's The Adventures of Huckleberry
Finn. And, of course, rivers have always acted simultaneously as routes
and borders between human communities. As other water gods, rivers are
temperamental—sometimes calm, good divinities, sometimes furious and
evil destroyers. Just like in our inter-networked world, river societies lived
an instable, unpredictable life.

In line with Hu Yong's (2008) suggestion that the Internet and com-
puter networks should be thought of through metaphors and analogies
and in line with John Durham Peters’ (2015) idea of including natural ele-
ments in media studies, we hereby propose that computer and river net-
works share many common features. Firstly, they are both communication
and transportation infrastructures. In their respective realms, rivers and
computer networks have been elective channels for the transmission of
knowledge, for cultural and economic exchange or, in Harold Innis’ terms
(1950), means of communication. Furthermore, they are communication
networks with hubs, points of exchange and switching and primary and
secondary branches. Metaphorically, we browse, surf, and navigate the
Web, along those streams that “the network of networks” opened up to
human communication only a few decades ago.

Secondly, like many other essential infrastructures such as electricity
and gas, rivers and computer networks are mostly invisible, both materi-
ally and symbolically. Only a minimal part of their material form emerges
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from the ground. Over time, thousands of underground streams generated
by sudden rainfall and invisible creeks have stubbornly fed the Ganges,
the Rio Grande, the Danube and many small and sometimes even disap-
peared rivers. Similarly, millions of copper and fiber optic cables running
underneath our asphalt roads or undersea in the oceans sustain the global
contemporary data network flow, providing societies with the greatest
“basin” of information ever seen. They might also be invisible because
they go unnoticed. If a river does not flood and a computer network works
properly, we do not care about them, they are taken for granted, like the
air we breathe. But when something does not work, we immediately take
stock of their importance. Indeed, when we lose control over them, rivers
and computer networks can create panic, destroying cities or interrupting
human activities and communication.

Finally, rivers and computer networks are, at the same time, controlled
and unstable. At some point in history, humans started to control rivers,
deviate and block their flows and change their final destinations. As a
critical turn in media scholarship has recently shown, this same act of “con-
tainment” is impacting computer networks. However, as Benjamin Peters
claimed during his keynote speech at the Computer Network Histories
conference (see below), networks remain “puckish creatures, they rarely
do what we command them to do.” The tension between an “out of con-
trol” network and a one whose flows have been interrupted, shaped and
driven by private or public institutions has always been part of computer
network histories.

This special issue originated from the Computer Network Histories
conference, held in Lugano in December 2017 at USI Universita della
Svizzera italiana, incidentally a university located on Lugano’s main river,
Cassarate. The aim of this conference, generously sponsored by the Swiss
Association of History and Informatics, was to gather together a group of
scholars who have retraced some key-flows of the tributaries and distrib-
utaries of computer network history. Hidden streams, unexpected and
disobedient flows enrich this special issue with new contents, characters
and local experiences.

Notably, over the last century thousands of computer networks have
been imagined, constructed and interlinked at national and international
level by governments, scientific institutions and political organizations, or
even by small communities and social movements. Like the thousands of
small rivers that quenched the thirst of human communities in the past,
computer networks provide various societies with unexplored forms of
knowledge and information exchange thanks to their technological and
infrastructural “nature.” At the same time, these histories are not just his-
tories of technologies, but also represent the vast heterogeneity of social,



political and cultural networks that, globalization rhetoric notwithstanding,
still characterize and define our times (Bory, 2019; Negro, 2017). The trib-
utaries and distributaries of computer network history—even if at some
point of their route these streams were blocked or subsumed by larger
organizations and structures—contributed to the way in which today, even
in our (partially) interconnected world, societies use, share and imagine
technology. In sum, as Internet and Web historians have largely shown,
there has never been just one internet. Neither is there just one history of
the Internet, but rather a range of histories, some of them well known than
others (think about the United States) and some unnoticed or still to be
written (Goggin & McLelland, 2017).

Providing alternative and unwritten histories of computer networks
is the aim of this special issue which includes six papers dealing with
network histories from Central and Southern Europe, North and South
America, India and South Africa. And there is also a final dialogue be-
tween the two conference’s keynote speakers: an American scholar who
has studied the history of the internet in Russia and a Chinese scholar
who has been studying the internet in his own country since the 1990s. In
combining different methodologies, sources and geographical case studies,
the issue deals with various dimensions of computer networks: alternative
visions of technology, political economies of different internets, grass root
movements and private sector contributions in the creation of national
computer networks. It stresses the importance of socio-technical issues
such as encryption, materiality, digital activism and digital rights as well as
the role of prominent and visionary scientists like the Italian Robert Fano.

More specifically, in the first article entitled Thou Shalt Love Thy BBS:
Distributed Experimentation in Community Moderation, Kevin Driscoll
provides a social history of the dial up boards system, also known as BBS.
Driscoll focuses especially on what he calls distributed experimentation
in the moderation of online communities in the 1980s and 1990s. This is
a history of the unknown creation of a community infrastructure based on
voluntary maintenance and participatory governance that later resurfaced
on a mass-scale with contemporary social media.

This is the only United States based paper (after all, there are also
understudied histories of computer networks in the US), while all the other
papers are non-US based and deal with alternative histories of digital rights,
digital network political economies, and finally, mostly unknown actors.

Two papers deal with grassroots actors envisioning alternative com-
puter networks, digital rights and community participation “from below”
in Europe and in Africa. Felix Tréguer and Dominique Trudel wrote From
Internet Access Provision to Digital Rights Activism, a paper analysing the
history of the French Data Network (FDN), the first community network
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and the Internet access provider open to the general public in France.
While the history of computer networks in the country has been studied,
especially from the perspective of big state actors (like France Telecom,
Ministries of Posts), or champions of digital strategy like Nora and Minc,
this article focuses on the role of grassroots actors and the formation of
French digital rights activism from 1991 to 2011. In Hacking Apartheid:
Revolutionary Communication and the South African National Liberation
Movement Sophie Toupin examines the creation of an encrypted communi-
cation system by South African freedom fighters in the 1980s. This system
was used to communicate secretly and transnationally in order to liberate
people from apartheid. This case study frames hacking as a political, social
and technical practice embedded in a national liberation movement and
focuses on the pre-Internet era. Before the Arab Spring, and prior to the
Internet being seen as a tool of democracy, computer networks were also
tools for political action.

Alternative political economy of digital networks is a second mac-
ro-topic of this special issue. When we say alternative, we mean histo-
ries of digital networks which are not US-based, and histories of political
economy of communication which consider the role of technology and
adopt an STS perspective. Computer networks are thus often imagined
as digital networks, completely separate from old analogue telephone net-
works. This is simply wrong and Christian Henrich-Franke in his Computer
Networks on Copper Cables: From the ‘Promises to the Public’to the ‘Profits
of the Providers’ provides a German case study illustrating this. Franke
highlights the importance of twisted pair copper cable infrastructures
(those of the traditional, 19t century and analogue telephone networks)
for computer network history. The copper cable network was indeed the
infrastructure on which “the Internet” and “the Web" started to flow into
private households and be used by mass audiences. This is ultimately a
paper on how ‘analogue technologies’ have always played a key-role in the
so-called digital transformation of our societies (on the relation between
analogue and digital media see also Balbi & Magaudda, 2018). In other
words, it proposes a new analogue and telephonic history of digital com-
puter networks. Marcelo Savio and Henrique Luiz Cukierman analyse the
origins of the Internet in Brazil from the early 1980s to today. Brazil is one
of many countries in which computer networks were established in con-
nection with and emulating the United States (and especially ARPANET)
but with political, economic and socio-cultural peculiarities. The political
dictatorship, first of all, envisioned a centralised and vertical computer
network, mainly connecting universities and research centres. Ultimately
these connections did not work well, mainly because of a lack of networking
standards and because private companies entered the internet business



in the mid-1990s. Secondly, in contrast to the US, in Brazil there was an
urgency of international connections right from the start, mainly with other
Latin American countries. Early computer network histories are not only
national but also, and especially, transnational (as Sophie Toupin's paper
shows) and so digital historians should find new methods and sources to
enquire into and research international archives.

Benedetta Campanile’s paper focuses on a mostly unknown figure in
computer network history: Italian-American computer scientist Roberto
Fano. In the early 1960s, Fano launched Project MAC at the Massachusetts
Institute of Technology and envisioned a new concept of cybernetics: “mak-
ing the power of computers directly accessible to people.” This is a story
of the democratization of computer networks, of an alternative paradigm
(opposing the centralised and oligarchic use of computers) which emerged
in the hegemonic terrain of mainframes, and finally a story of an ‘internet
for all’, far ahead of its time. This paper also offers a methodological insight:
computer network historians should also follow people who swim in rivers
for short distances. Metaphors aside, biographies are powerful tools with
which historians can reconstruct not only personal stories, but especially
environments, taken for granted ideas, and status quos that “special people”
would like to break and change.

The outlet of this special issue is a dialogue between the two Lugano
conference keynote speakers: American Benjamin Peters, who wrote a
famous book on the history of the Russian internet (Peters, 2016), and
Chinese Hu Yong, probably China’s first internet scholars and one of its
most important (see Hu, 1997). This discussion addresses relevant issues
in the field, questioning and challenging the idea of network history, pro-
posing alternative ways of talking about networks, providing key insights
into how these have changed over time and highlighting the contribu-
tions of countries such as the Soviet Union, China and the United States.
Finally, Peters and Hu stress the major challenges that scholars are facing
in writing network histories but also the opportunities for further specific
research in this field.

Our hope is that new paths will open up to readers in their mental
maps of the networked globe, and that the streams flowing out of this is-
sue may at least partially nourish the already fertile fields of internet and
digital media history. Emblematically, any history, like any of the world’s
rivers, originates from a source and it is the sources of our contemporary
networked world that we need to dig for, seek out and aspire to as historians.
In order to navigate through this fuzzy present with clear coordinates, we
first need to quench our thirst on the networked past.
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Thou Shalt Love Thy BBS i

Distributed Experimentation in Community Moderation

Kevin Driscoll

Abstract

The social history of dial-up bulletin board systems, or BBSs, reveals a period of
distributed experimentation in the moderation of online communities. During
the 1980s and 1990s, computer owners built dial-up BBSs wherever public
switched telephone networks were available. Through the ritual of dialing-in,
reading messages, and posting replies, local BBS users came to see these 15
low-cost platforms as valuable community infrastructures. The stability of this
emerging online world relied on the voluntary maintenance work of BBS admin-
istrators, known in the community as system operators or “sysops.” BBS sysops
played a vanguard role in the design and administration of social computing
systems. Ranging from technocratic tyranny to participatory governance to total
lawlessness, the moderation policies and practices of BBS sysops shaped the
experiences and expectations of early modem users. In their efforts to cultivate
dedicated communities on their small networks, sysops encountered social,
political, economic, and technical challenges that would later resurface on
mass-scale systems such as America On-Line, YouTube, and Facebook.
Through an archive of how-to documents, legal advice, user policy agreements,
and satirical essays, this paper examines a sample of moderation practices
taken up by BBS sysops during the 1980s and 1990s. The analysis focuses
on moments of contact between sysops and users, including the recruitment,
registration, and orientation of new users; the day-to-day regulation of user
behavior; and the promotion of select users to “co-sysop” status. These prac-
tices unfolded against a backdrop of increasing commercialization. But rather
than scuttle existing social norms, the demands of commercialization forced
sysops to consider the moral and legal dimensions of community moderation.
While some came to see their callers as “customers” instead of “users,” others
endeavored to create new socio-technical arrangements based on trust, com-
munication, and mutual interest.

Circulated in emails, posted to forums and reproduced in electronic news-
letters, a tongue-in-cheek document titled, “The 30 Commandments of
BBSing,” offers a glimpse into the social life of a typical dial-up bulletin
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board system, or “BBS,” at the outset of the 1990s.! Self-consciously silly
in its Early Modern affectation, the list nevertheless conveyed sincere
recommendations for neighborly online behavior. The thirty rules ranged
from technical practices (“Thou shalt delete thine ancient mail”), to social
norms (“Thou shalt not post other users’ real names”), to administrative
requirements (“Thou shalt not giveth any false information when applying
for membership to thy BBS”). In total, the “commandments” portrayed
BBSs as novel social spaces that required new norms, new manners, and
new common sense.

BBSs were sites of experimentation in community moderation. While
the author of “the Commandments” remained anonymous, an introductory
paragraph credited a “very intelligent” administrator for dedicating “great
thought” to the problems that plagued BBS communities. Indeed, those
individuals who set up BBSs did so with little guidance and no formal
training in the management of online communities. As conflicts arose,
BBS operators responded on an ad-hoc basis, idiosyncratically creating
and modifying the rules for their BBSs. Further adding to the experimental
spirit of the 1980s, there was little standardization from one bulletin board
to the next. Only toward the end of the decade, with the rise of commer-
cialization, did BBS operators begin to adopt boilerplate legal language to
proscribe the activities of their users.

Recently, scholars have begun to examine moderation in the context
of social media platforms such as YouTube and Facebook (Gillespie, 2018;
Roberts, forthcoming). In Custodians of the Internet, Tarleton Gillespie
argues that setting and enforcing rules about acceptable speech and user
behavior is an “essential, constant, and definitional” feature of all social
computing systems (Gillespie, 2018, p. 207). And yet, in his analysis of 21
century platforms, Gillespie found relatively little variation in their moder-
ation policies and practices. To address the problems of harassment and
misinformation, Gillespie argued, platforms need to focus their innovation
efforts on creating opportunities for users to participate in the design
and regulation of social spaces; to “share the tools to govern collectively”
(Gillespie, 2018, p. 212).

The homogeneity of platform moderation in Gillespie’s study is an
aberration in the history of social computing. During the 1980s and 1990s,
bulletin board system administrators, or “sysops” experimented with an
array of moderation policies and practices, ranging from technocratic tyr-
anny to participatory governance to stubborn lawlessness. Indeed, BBS
sysops played a vanguard role, shaping both the experiences of early users

1 Four variants of the “commandments” are stored in the collection of BBS materials at
textfiles.com (May B. Everyone, 1992; “The 30 Commandments of BBSing,” n. d.-a; “The
30 Commandments of BBSing,” n. d.-b; “The Twelve Commandments of BBS Users,” n. d.).



as well as the future development of social media platforms. In their efforts
to cultivate community on small networks, sysops encountered social,
political, economic, and technical challenges that would later resurface
on the mass-scale systems of the 21t century. To date, however, little his-
torical research has focused specifically on the moderation work of BBS
sysops during the 1980s and 1990s. What types of interventions did they
undertake? How did they balance technology, policy, and social pressure
to guide users’ behavior? Did an interest in commercialization conflict with
efforts to cultivate a sense of community among users?

Answering these questions depends on textual analysis of a range
of primary sources including “born digital” documents such as “The 30
Commandments,” source code, executable software, hobbyist magazines
and trade literature. This paper relies specifically on the “BBS Textfiles”
collection maintained by self-described “free-range” archivist Jason Scott
at textfiles.com. In a short preamble, Scott explains that the 389 documents
in this collection concern “the actual nuts-and-bolts issues, heartaches,
triumphs, and wonder of the BBSs themselves.” They include advertising,
policy documents, editorial essays, personal memoirs, satire, and technical
reference, all of which circulated through the BBS networks during the
1980s and 1990s.

In addition to digital sources, this paper draws on the author’s own
archive of print materials, acquired from used booksellers, flea markets,
and swap meets between 2010 and 2018. This collection includes over one
hundred technical manuals, how-to guides, reference books, and commer-
cial software packages aimed at BBS users, sysops, and entrepreneurs.
Complementing these archival materials are retrospective accounts from
former users, typically posted to blogs and forums, or captured by the
makers of documentary films (Hoekstra, 2013; Scott, 2005). Although the
lived experience of accessing BBSs was ephemeral, the activities of the
BBS period left an abundance of trace artifacts to analyze.

Who is responsible for a bulletin board system?

For many internet users, “BBS” is generic terms for an online forum
(Raymond, 2003). In this paper, BBS refers to small-scale services hosted
on personal computers and accessed over the public switched telephone
network. The origin of this type of “dial-up” BBS is conventionally traced
back to the technical culture of computer hobbyists in the United States in
the late 1970s (Delwiche, 2018; Driscoll, 2014, 2016). Prior to its use in the
context of computer networks, “bulletin board” referred to a physical wall
designated as a space for posting notices of public interest. In the 1970s,
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computer enthusiasts in the United States took up the community bulletin
board as an model for information sharing among strangers (Christensen &
Suess, 1978). The present analysis is limited to the United States but BBS
networks connected microcomputer owners throughout the transnational
telephone system (Bush, 1993; Furman, 2017; Liang, Yi-Ren, & Huang, 2017,
Reunanen, Wasiak, & Botz, 2015).

The BBS phenomenon flourished in the context of widespread adop-
tion of the home telephone (Federal Communications Commission, 2003).
The telephone network provided computer hobbyists with a ready-to-hand
infrastructure for data communications. Meanwhile, the geographic reach
of each BBS was constrained by the telephone system'’s billing structure.
Telephone companies in the U. S. billed calls at different rates depend-
ing on distance and time of day. Placing a call beyond one’s local area
could be very costly so modem owners tended to limit their activity to
geographically proximate systems. As a result, dial-up BBSs developed
idiosyncratic cultures reflecting the interests, norms, and values of their
local populations.

For enthusiasts and entrepreneurs in the United States, the barriers
to starting a new dial-up BBS were relatively low. To begin, one needed
a personal computer, modem, telephone line, and host program. While
these materials were not cheap, the total cost was roughly comparable to
other technical hobbies enjoyed by men of the period such as operating
an amateur radio station or tinkering with a classic car (Haring, 2008).
Furthermore, no official approval from the telephone company was required
to attach a BBS to home telephone line. An individual could conceive,
assemble, and launch a new BBS in a weekend. By the end of the 1980s,
most metropolitan areas in the US were served by a dozen or more BBSs
running out of the homes of hobbyist volunteers.

The people who hosted BBSs were known as “system operators” or
“sysops.” Initially, the sysop was simply the owner of the BBS, responsible
for maintaining the technical infrastructure and paying the bills. Soon, how-
ever, sysops discovered that their responsibilities extended into the social
lives of their systems. BBSs open to the general public became meeting
places for strangers. In moments of conflict, sysops became mediators.
They were the makers and enforcers of social policy. Ultimately, the sysop
possessed a form of total authority because they lived under the same roof
as the host PC. In a moment of frustration, the sysop could always pull the
plug and shut down the whole system.

Although the sysop enjoyed almost unlimited control over the system,
there remained a peership between sysops and users. In most cases, users
and sysops owned comparable machines and held comparable expertise
about them. The barriers to creating a new BBS were sufficiently low that



any user or group of users were, in principal, free to depart and create their
own system. In practice, the day-to-day costs of operating a BBS were not
insignificant, but, on every board, there existed the potential for a user to
step into the role of a sysop. The freedom for users to leave a system placed
a limit on the sovereign power of the sysop and contributed to a sense of
mutual accountability between users and sysops.

One way to approach the history of BBSing is to imagine all of the
BBSs in the world as a single, decentralized socio-technical phenome-
non, comparable in size to contemporary military and research networks
(Driscoll & Paloque-Berges, 2017). While individual bulletin boards came
and went, the overall BBS network steadily grew from the late 1970s until
the late 1990s. During this period, hobbyists and entrepreneurs operated
more than 100,000 BBSs in North America (Scott, 2001). Membership on
individual BBSs ranged widely from single-node systems shared among
groups of friends to multi-node international systems such as The WELL
with as many as 10,000 active users (Hafner, 1997, 2001). Sysops attract-
ed users to their systems based on shared location, interest, and identity.
Some organized their boards around particular technologies such as a
favorite computer platform. Others, such as the amateur radio-oriented
Elmer BBS in Fort Rucker, Alabama, focused on hobbies or professional
affiliations (Horzepa, 1985). Still others provided access to information and
social spaces for marginalized communities, for example, the Critical Path
BBS run by HIV/AIDS activists and the transgender-specific BBSs linked
through TGNet (Dame-Griff, 2018; McKinney, 2018).

The history of BBSs traces a period of distributed experimentation
in the moderation of online communities. The low cost of creating a new
system enabled many people to become moderators who would have re-
mained mere users under other socio-technological and political-economic
circumstances. While sysops informally shared tips and techniques, each
BBS was wholly independent of the others. Absent any central authority
or formal organization, sysop moderation practices varied from one BBS
to another. Sysops created their own social policies and administrative
procedures, enforced through tailor-made software programs and shaped
by a unique balance of authority, autonomy, and accountability.

The practice of BBS moderation

Moderating a dial-up BBS involved a combination of technical, social, and
administrative techniques and practices. Out of the box, BBS host software
provided sysops with a set of choices for constraining the activities of their
users. Depending on the specific host program, the options for moderation
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ranged from restricting the use of certain words to creating multiple class-
es of users, each with its own set of permissions. Even more fine-grained
architectural changes were possible in the cases of software like RBBS
that provided uncompiled source code (Mack, Goosens, & Azzarito, 1992).
Sysops enjoyed considerable freedom in the technical structure of their
systems, but there were few examples to guide their design decisions. Quite
often, sysops continuously altered their boards’ underlying technology in
response to unexpected events in the community or direct requests from
users. ldeally, this brought the system’s software into alignment with the
community’s social norms, subject to the sysop’s final authority. In some
cases, however, sysops created explicit policy documents, typically in the
form of online bulletins or new user “applications” that established ground
rules for the BBS. As with so much of BBS culture, the resulting policy
documents reflected the idiosyncrasies of their authors and varied in tone
from mere boilerplate to the sarcastic, silly and outrageous.

With the expansion of commercial online services in the early 1990s, the
authors of how-to books urged sysops to create explicit policy documents
(Rose & Wallace, 1992). In 1993, attorney Herbert Kraft and software engi-
neer Warren Clary published the BBS Legal Guide, a software package that
provided sysops with template policy documents and annotated copies of
relevant legal code, organized by state. Promotional materials for the Guide
hailed sysops as a group of specialists in need of legal advice to avoid the
“big, bad wolves” of law enforcement and personal liability (Kraft & Clary,
1993). On matters of piracy, pornography, libel and taxation, they argued,
unprepared sysops put themselves at risk of losing control of their systems.

The “User Rules and Regulations” of the Altered States BBS in
Stockton, CA provides an example of a BBS policy document that explicitly
proscribed users’ activities (Heim, n.d.). Located in a region of California
known for the cultivation of marijuana, Altered States offered a range of
counter-cultural information and services, including “online psychics” and
discussions of occult literature (Hansford, 1993). Set in all capital letters,
the “Rules and Regulations” laid out clear guidelines for user behavior in
ten short statements. Rhetorically, the rules combined legal terminology
with the technical argot of the BBS culture. According to the policy, users of
Altered States were required to adhere to any applicable state laws and to
avoid engaging in “criminal activities” ranging from copyright infringement
to the circulation of child pornography. In their day-to-day interactions with
the system, users were also restricted to a single “logon name” or online
identity and asked to avoid posting “slanderous or obscene” messages in
the “general” conferences (though the rules note that this language may
be acceptable in some “special” areas of the board.) The consequences for
violators included being kicked off Altered States and having the sysops of



other nearby boards notified. The rules asked users to think of themselves
as “guests” on the BBS and to “treat the system accordingly.” To gain access
to Altered States, would-be callers were required to print out the rules and
send a signed copy to the sysop by mail.

In contrast to the legalistic language of the Altered States policy,
other sysops took an “anything goes” approach to moderation. Refusing
to create or enforce any rules, the sysops of these boards allowed any
behavior on their boards so long as it did not damage the underlying
system or attract the attention of law enforcement. This unmoderated
approach was clearest in the case of so-called “slam” boards on which
insulting other users was not only tolerated by sysops, but encouraged.
One former user described the nature of a “slam” as “a lengthy insult that
was creative or especially demeaning” (Mirage, 2004). While participating
in voluntary flame wars was certainly not to every modem owner’s taste,
the teen boys who populated slam boards were drawn to the hands-off
approach of their moderators.

Anything-goes boards were the exception, however, and it appears
that most sysops of the 1980s engaged in some form of moderation to
constrain the behavior of their users and cultivate a particular form of
community. In the absence of formal training, sysops were left to improvise.
In the course of typical operation, a BBS provided a few key moments at
which sysops might exercise their power and influence as moderators.
First, the process of joining a bulletin board offered several opportunities
for sysops to introduce first-time callers to the rules and social norms of
their systems. Second, sysops aimed to encourage participation among
established users by maintaining the technical functions of the BBS and
stepping in to resolve conflicts between users. Third, when a BBS grew too
large for a single person to moderate, sysops tended to share moderation
responsibilities with “co-sysops;” community members who were granted
privileged access to the underlying system software.

Intervention 1: Recruiting new users

The character of a BBS community—its norms, conventions, values, in-jokes,
and favorite topics—were fundamentally shaped by the people who showed
up, day after day, to post messages, download files, and play games. All
BBSs involved some type of advertising or recruitment. Unlike videotex
systems, the World Wide Web, or, indeed, the voice telephone network,
there were no central directories for discovering new BBSs. Likewise, no
public search engines existed to aid modem owners in finding new system.
Outside of classified ads and BBS listings printed in the back of special
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Fig. 1: Default new user prompt
on GAP BBS host software.
Screenshot taken using The
Crow's Nest BBS on December
13, 2017. See: http://ww?2.
crowsnestbbs.us:8080.

interest publications such as Computer Shopper, it was up to BBS sysops
and their users to spread the word and attract new callers to the system.

Word of mouth was a powerful mechanism for attracting new users to
a BBS. The problem with word-of-mouth, however, is that the word rarely
travels beyond the mouths of particular groups of people. This structural
limit partially explain why white middle class men tended to dominate
most North American BBSs; word-of-mouth spread through their relatively
homogeneous social networks. This was not a foregone outcome, however,
and some sysops endeavored to create systems that did not simply recreate
the demographics of earlier technical hobbies.

For sysops aiming to cultivate a different kind of community, active re-
cruitment was an important part of moderation. Perhaps the two best-doc-
umented cases of active recruitment were The WELL in Sausalito, CA and
ECHO in New York City, NY. To cultivate a counter-cultural community on
The WELL, the moderators invited artists, intellectuals, journalists, and
other popular Bay Area figures to act as “hosts” in various forums (Hafner,
2001). In a contemporary account of this system, Howard Rheingold com-
pared the resulting community to a Parisian salon with a more “elevated”
discourse than other systems (Rheingold, 1993, p. 42). ECHO sysop Stacy
Horn, meanwhile, aimed to attract more women participants to her system.
In 1991, Horn provided free memberships to women and by 1993, 37% of
the members were women and ~50% of the conferences were hosted by
women (Bowe, 1993). Recruitment could be an effective strategy for up-
ending conventional BBS demographics.

Intervention 2: Registration and orientation
In addition to advertising and recruiting, sysops engaged with new users

through a process of registration and verification. First-time callers rarely
gained access to the full features of a BBS. Instead, the BBS host program
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Fig. 2: “"Hello"” screen from the Programmer’s Mark BBS. Retrieved from:
www.textfiles.com/artifacts/718/718-921-9267.

routed first-time callers into a registration process and added their infor-
mation to a validation queue. The registration process typically consisted of
a short questionnaire that would be stored on the host machine for review
by the sysop. The structure and content of the registration system was
entirely under the control of the sysop. The questions that they chose to
include were a form of cultural communication that served a tacit screening
function. If a user was alarmed or offended by the content of the questions,
they were always free to hang up and save everyone the trouble.

Approving, or “verifying,” new user applications represented an oppor-
tunity for sysops to screen potential community members. For hobbyist
sysops, there were no social obligations, legal requirements, or economic
incentives for accepting new users. Their BBSs were hosted on privately
owned machines, in private residences, and they enjoyed total control over
who was allowed online. One common practice involved calling new users
on the telephone before granting them access. This technique, known as
"voice verification” or “callback verification,” provided a unique opportunity
for BBS operators to get to know new users, set expectations, and orient
users to the norms of the system. In a voice verification system, sysops
called each potential new user on the telephone before approving their ac-
counts. Voice verification was so common that it was built into the default
settings of many BBS host programs, such as GAP BBS.

Voice verification offered an efficient mechanism for screening and
orienting new users to the system. That first telephone call provided sysops
with an opportunity to communicate the purpose of the BBS, set some
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ground rules, and answer any questions that the user might have. If a sysop
could not reach a new user, or felt uneasy while talking to them, they were
free to reject the application. To some degree, this brief moment of contact
created an implicit social contract between the user and sysop. Each was
accountable to each other after that first conversation. If we imagine the
BBS as a kind of virtual house party, then voice verification gave users an
opportunity to introduce themselves to the host. How many would feel
comfortable trashing the place after that?

In addition to voice verification, sysops invented a number of
other verification and registration requirements. New users on The
Programmer’s Mark BBS were asked to mail a self-addressed stamped
postcard to the sysop’s post office box in Brooklyn, NY (Negron, 1995).
The sysop, Joe Negron, would return the postcard with the user's new
ID and password. In fact, the postal network was a common medium for
verifying new users. After requesting an account on ECHO, Stacy Horn
mailed out a welcome letter with a temporary password and a helpful
guide to using the system, including a quick reference card for the rather
arcane keyboard commands.

Finally, some BBS users were verified simply by meeting the sysop in
person. These sorts of face-to-face encounters might happen informally,
such as a co-worker asking for access, or they might happen during an
organized event such as a swap meet or meeting of a local computer
club. Many BBS communities organized regular gatherings for their users,
known as “get togethers” or “GTs.” Whether meeting at someone’s home or
in a public place like a coffee shop or bowling alley, get togethers played
several important functions in the life of a BBS community. For new users,
get togethers offered a chance to meet the sysop and by-pass the voice
verification process. Often, established users would invite a friend along to
introduce them to the other members of the community. Spending a night
hanging out with folks “from the board” helped newcomers to interpret the
messages that later appeared on their screens. It gave faces, voices, and
senses of humor to the other users.

Recruitment, registration, verification, and orientation are all examples
of interventions available to BBS moderators interacting with new users.
Each of these practices enabled sysops to shape the growth of their BBSs
over time. For new users, these interventions could help to integrate them
into the social world of the BBS and cultivate a sense of accountability to
the existing community. Indeed, for systems populated by users within a
local calling area, the consequences for transgression could spill out of the
BBS and into voice telephone calls or face-to-face encounters. Likewise,
get togethers presented new users with an opportunity to meet other active
users of the system and accelerate the process of acculturation.



Fig. 3: “Your time is up!” cartoon by
Ev Cheney, 1986. Retrieved from:
www.textfiles.com/bbs/FIDONET/
JENNINGS/IMAGES.

Intervention 3: Cultivating regular callers

BBS communities were sustained through the day-to-day interactions of
individual people dialing into the system and contributing original messag-
es and files. Unfortunately, because dial-up BBSs used a standard analog
telephone circuit, rather than a packet-switched digital connection, most
systems could host just one user at a time. While that one user was con-
nected, anyone else who attempted to dial in would hear a “busy signal”
and be forced to try again later. As a result, users took turns accessing the
system, resulting in an improvised telecommunications carousel.

The social world of a dial-up BBS was embedded in an economy of
time. On a single line, each day offered 1,440 minutes of time to share
among all of the users. The liveliness of the community depended on the
efficient allocation of those 1,440 minutes. If a single user stayed online all
afternoon then there would be no opportunity for other users to get online.
The forums and file areas would run fallow and the tempo of any online
games would slow down.

For sysops of one-liner BBSs aiming to encourage community partic-
ipation, the core moderation challenge was to accommodate the largest
number of people as possible in a given day. This ensured that each time
people called in, they would find new messages to read, new files to browse,
and new events in the online games they played. To avoid discouraging
potential callers, sysops needed to reduce the likelihood of being turned
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away by a busy signal. Striking the right balance required a savvy combi-
nation of social, technical, and administrative policies. To retain regular
callers, sysops had to become managers of the economy of time.

Time limits, data limits, and speed limits were all social policies im-
plemented in and enforced by software. The BBS interface displayed an
on-screen clock to users, counting down the minutes and seconds remain-
ing before it automatically dropped their connection. Data limits tended
to be structured in terms of a ratio of uploads to downloads. The ratio
encouraged users to be selective in their downloading rewarded users
for contributing new files. Speed limits, a function of both time and data,
emerged in response to the growing availability and affordability of “high
speed” modems. These devices added a new dimension to the economy
of time. Users connecting at high speeds operated in a fundamentally
different temporality from their slower peers. Sysops encouraged the use
of high-speed modems to reduce the time that users spend uploading and
downloading large files.

Managing the economy of time was an essential practice for main-
taining a sense of community on a dial-up BBS. Time, data, and speed
limits maximized the availability of the BBS. These policies, built into the
architecture of the platform, indirectly stimulated public communication
by creating the possibility for a greater number of participants to read and
post messages each day. Likewise, time limits could effectively diffuse
conflict among users because they enforced a “cooling off” period during
which neither party could access the system. Lastly, data transfer policies
such as the upload/download ratio played a crucial role in shaping the file
trading culture of the 1980s and 1990s. By incentivizing users to upload,
they spurred on the exchange of files among BBS users in different regions.

Nearly all BBS software supported speed limits and download ratios
but BBS sysops were not obliged to implement them. Some felt that ratios
were an unfair burden to place on users, especially those who were paying
for access. Stuart Smith, sysop of the engineering-oriented COMP-U-EASE
BBS in San Jose, CA, offered a paid subscription option that freed users
from the download ratio and provided access to subscriber-only phone lines
(Petrzelka, 1991). Meanwhile, the sysops of the Knights In Shining Armor
BBS in the rural town of Brooksville, FL required only local callers to keep
up a file ratio; long distance callers were exempt. Other sysops did away
with ratios altogether. Remarking on the absence of ratios on the MODern
Music BBS in Healdsburg, CA, the sysop explained, “NO restrictions or
ratios, because | HATE them on other boards” (Hunter, 1993). Inasmuch as
ratios encouraged users to circulate files, they rarely involved an evaluation
of the quality of uploaded files. As Wally Byczek of the Wallyworld BBS
joked in a textfile aimed at would-be sysops, “If you impose an upload/



Fig. 4: The “Time Bank” on
Tiny's BBS. Retrieved from:
http://tinysbbs.com.

download ratio ... then you will receive 2K text files from them. They will
download 2Mb of Gif files in return” (Byczek, 1989).

Yet, data and speed limits were common enough that the absence of
a “ratio” became a mark of distinction for many BBSs. In 1987, when Rusty
and Edwina Hardenburgh endeavored to build “the friendliest BBS in the
world,” they decided to forgo time limits, byte ratios, and other “hassles”
(Hardenburgh & Hardenburgh, 1990). Fellow enthusiasts warned the cou-
ple that they were making a mistake by flaunting this moderation norm.
Reflecting on the early years of the BBS in 1990, the couple remembered
being told that callers would do “terrible things” to a system that lacked
any constraints on user behavior. Gratified to find that callers seemed to
respect the system and uploaded new files voluntarily, the couple came to
believe that a strict technical policy was not needed in a social atmosphere
that felt “like home,” where callers could “relax ... among friends.”

Intervention 4: Promoting users

Sysops were not the only BBS users to bear the responsibility of moder-
ation. On many systems, moderation duties were shared among multiple
“co-sysops.” While the primary sysop tended to own the hardware and pay
the bills, co-sysops accessed the system remotely. Rather than focus on
technical maintenance and improvement, co-sysops oversaw the day-to-
day social needs of the BBS. In most cases, the co-sysop role was encoded
in the underlying host software, granting special permissions to allow
co-sysops to approve new users, manage existing accounts, maintain the
file areas, or censor the forums.

The cooperative co-sysop model of moderation allowed for a range
of routine practices and responses to conflict that were simply impossi-
ble in the autocratic model of the single sysop. The T.A.R.D.I.S. BBS in
Indianapolis, IN was a community-oriented system founded by a group
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of four friends, two men and two women (O’Nan, 2006). In a similar spirit
as the science fiction series Dr. Who, from which the BBS took its name,
the four co-sysops endeavored to create an atmosphere of fun and friend-
ship by designing humor into the system’s interfaces and hosting regular
get togethers. The founders were also especially committed to ensuring
that the system was accessible to users of screen-reading software. After
several years of operation, they maintained a user database with 3,500
registered users, about 750 of whom they believed were “regulars” and 40
of whom called daily.

One thing that set the T.A.R.D.1.S. apart from other BBSs in the
Indianapolis area was an area of the BBS that was exclusively for women.
The women-only area was moderated by the two women co-sysops and
users had to be personally verified to gain access. One former T.A.R.D.L.S.
user described the women-only area as an alternative to other systems
where women were the targets of unwanted attention from men. In her
words, other BBSs could be a “nightmare” with “all sorts of people hitting
on you” (Scott, n.d.). Crucially, the men co-sysops stayed out of the wom-
en-only area—even though the hardware was stored at one of their houses.

Designating one or more co-sysops created new possibilities for de-
signing and moderating the social world of a BBS. By sharing moderation
responsibilities between men and women, for example, the T.A.R.D.1.S.
was able to offer a unique environment for women users. For BBSs start-
ed by a single user, co-sysops might be promoted out of the general user
population. This process of delegating responsibility reflected the mutual
accountability of users and sysops. Selecting a regular caller to act as
co-sysop signaled that the sysop recognized the expertise of the users,
cultivating a sense of shared ownership in the future of the community.

BBS moderation took many forms during the 1980s and 1990s. The
breadth of social, technical, and administrative practices undertaken by
sysops and co-sysops reflected the independence of each BBS in the overall
network. Although users and files moved among systems, each BBS was
a world unto itself. This decentralized structure afforded BBS operators
considerable autonomy to experiment with various moderation techniques.
Sysops recruited, registered, verified, and oriented new users; they crafted
policies to facilitate the participation of returning users; and they demon-
strated their accountability to the community by appointing co-sysops.



Commercialization and community moderation

BBSs were sites of innovation in community moderation but they were also
sites of commercial experimentation. The demands of commercialization
and community might seem at odds but, in practice, they often overlapped.
Indeed, cultivating a strong community was a prerequisite for commercial
success. Unlike social computing enterprises of the dot-com era and after,
dial-up BBSs depended on usage and membership fees for revenue, rather
than advertising or data-mining. Therefore, sustainability required sysops to
attract and retain users who routinely participated in the system by posting
messages and uploading files. Consistent with this interdependence, the
literature on moderation occasionally blurred the distinction between a
successful business and a thriving community.

Initially, North American hobbyists ran dial-up BBSs almost exclusively
on a not-for-profit basis. Early commercial systems like The WELL depend-
ed on an unusually large membership and the pre-existing reputation of
The Whole Earth Catalog. Due to the low rate of modem ownership in the
United States, few dial-up BBSs could hope to replicate the success of
The WELL in the mid 1980s. By the early 1990s, however, a proliferation of
low-cost modems and a bloom of interest in “the information superhigh-
way” expanded the population of potential users. As a result, many BBS
operators began to consider the possibility of turning their hobby systems
into small businesses.

Commercialization forced sysops to convert implicit or informal mod-
eration practices into explicit policies. Trade books from the publishers of
technology manuals and textbooks such as Addison-Wesley, InfoLink, and
Que, tended to frame moderation through the framework of commercializa-
tion (Allen, 1993; Bryant, 1994, 1995; Chambers, 1994; Wolfe, 1994, 1995).
One author urged sysops to stop thinking about their community members
as “users” and to start thinking about them as “customers” (Bryant, 1994).
This single categorical shift had significant consequences for sysop's ac-
countability. While earlier sysop-user relationships were based on a sense
of mutual investment in the community, a vendor-customer relationship
suggested a different form of obligation. Sysops were becoming service
providers.

The language of moderation also shifted in the context of commer-
cialization. The authors of trade literature recommended a rights-based
approach. What “rights” do users and sysops have on a BBS? But questions
about rights tended to be fairly easy to answer: BBSs were private spaces,
operated by private people, using privately-owned machines. If anyone had
rights, it was the sysop. Alan Bryant, the author who suggested thinking
about users as customers, assured his sysop readers, “The truth is, you
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can censor any speech you wish, delete messages that offend you, expel
users who say things you don’t like—and you have the right to take any of
those actions” (Bryant, 1995, p. 211). But, of course, he reminded readers,
the culture of BBSing has always been about more than rights. These
may not be the correct ethical choices, even if they are legally permissible.

Commercialization invited a discussion of legal rights but it did not
absolve sysops of their accountability to the users on their BBSs. “You
have the right to set rules,” noted Bryant, “And while you don’t have to, you
should give serious thought to writing your rules down and making them
available for callers” (Bryant, 1995, p. 210). Indeed, sysops may not have
been bound by law but they were nevertheless bound by a moral obligation
to their users. This implicit moral commitment suggested that sysops ought
to alert users to rule changes, protect users’ privacy, and provide advanced
notice if they planned to take the system offline. These moral commitments
were even stronger for sysops collecting fees from their callers.

Romantic histories of the internet occasionally portray early community
networks as anti-commercial or radically not-for-profit. In fact, many BBS
sysops were eager to experiment with novel forms of commercialization and
happy to pursue entrepreneurial opportunities. Some of the best-known
systems of the 1980s and 1990s, including The WELL, EXEC-PC, Software
Creations, and ECHO were run on a for-profit basis. The pursuit of a sus-
tainable business model did not prevent the formation of rich communities
on these systems, however. Indeed, the pressure to state explicitly the rules
of the system may have served as a form of de facto transparency that
allowed users to feel more comfortable committing their time, attention,
and money to the system. As a result, the practices of commercialization
and community moderation are difficult to disentangle during this period.
As CIliff Figallo of The WELL later observed, “The discussion and dialog
contained and archived on the WELL are its primary products ... The WELL
‘sells its users to each other™ (Turner, 2006, p. 146).

Conclusion

The origins of online community moderation are rooted in the history of
dial-up bulletin board systems. The owners and operators of dial-up BBSs
were dedicated to cultivating community on their systems and under-
took a wide range of technical, social, and administrative interventions to
moderate the behaviors of their users. This paper represents a small step
towards documenting and classifying the various approaches to community
moderation taken up by BBS sysops during the 1980s and 1990s. Many of
these systems were also commercial enterprises, at least in part. Instead



of advertising or data-mining, they drew revenue directly from users via
subscription fees or per-minute charges. Future research might examine
how the balance of community and commercial interests on BBSs com-
pared with the same balance on contemporary “walled gardens” such as
CompuServe or later social media platforms such as Facebook.

Dial-up BBS sysops enjoyed considerable autonomy in their moder-
ation practices. This freedom was enabled by the relatively low barriers
to creating a BBS, the independence of BBSs from one another, the small
size of most BBS communities, and the geographic proximity of BBS par-
ticipants. The scale and geography of BBSs communities are especially
important characteristics to consider when comparing BBSs to later social
computing systems. By verifying new users over a voice telephone call and
hosting in-person “get togethers,” BBS sysops made themselves accessible
and accountable to their users to a degree that is simply not possible for
the operators of mass-scale platforms. The author of the Commandments
entreated users to “love thy BBS” because the thriving of a BBS commu-
nity depended on the active participation, personal investment, and loving
dedication of its users.
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From Internet Access Provision to
Digital Rights Activism'

The History of the French Data Network

Félix Tréguer, Dominique Trudel

Abstract

This paper chronicles the history of the French Data Network (FDN), France's
first community network and first internet access provider accessible to the
general public, from its foundation in 1992 to swarming through the Federation
FDN in 2011. In France, the state played a central role in the development of
early computer networks such as Cyclades, RENATER and Minitel. While these
have already received scholarly attention, very little consideration has been
given to political grassroots initiatives such as FDN and their role in co-shap-
ing computer networks, their politics and their users. To help fill these gaps,
this paper traces FDN's evolution from early concern with internet access and
education to its more recent political commitments. In doing so, this paper
simultaneously contributes to the development of a French national history
of computer networks, to the ongoing diversification of digital rights activism
historiography, as well as to future comparative research.

Based on interviews with the founding members and leaders of the French
Data Network (FDN) (Benjamin Bayart, Laurent Chemla, Jean-Philippe
Nicaise and Christian Paulus), this paper chronicles the history of FDN,
France's first community network and first internet access provider ac-
cessible to the general public. In France, the state played a central role in
the development of early computer networks such as Cyclades, RENATER
and Minitel. While these have already received scholarly attention (see
e.g. Schafer, 2012; Schafer & Tuy, 2013), very little consideration has been
given to political grassroots initiatives such as that of FDN and their role
in co-shaping computer networks, their politics and their users (Trudel &
Tréguer, 2016; Pétin & Tréguer, 2018). To help fill in these gaps, this paper

1 This research was funded by the European Commission, H2020-ICT-2015 Programme,
Grant Number 688768 “netCommons” (Network Infrastructure as Commons).
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first traces FDN's evolution from its early concern with internet access and
education to its involvement in the first campaigns to defend internet users’
rights and early forms of digital activism in the mid-1990s. The paper then
turns to the many challenges faced by FDN in the new context of powerful
competition between commercial internet providers, rapid technological
changes and a more restrictive regulatory framework. Finally, the paper
discusses FDN's revival following the adoption of ADSL in 2005, and the
organizational and strategic changes brought about by the creation of the
Fédération FDN (FFDN), as well as the support given to WikiLeaks (2011)
and the provision of VPN access to political dissidents during the Arab
Spring (2011). In doing so, this paper simultaneously contributes to the
development of a French national history of computer networks, to the
ongoing diversification of digital rights activism historiography—one that
has long been dominated by Anglo-Saxon perspectives (see Jordan & Taylor,
2004; Levy, 2001; Postigo, 2012)—as well as to future comparative research.

The early history of the French Data Network

At the end of the 1970s, personal computers finally came to France. At
the time, magazines specializing in computer cultures reported that more
than 100,000 computers had been sold in France (Thierry, 2012, p. 55).
In 1985, an official report claimed that 860,000 households possessed
a desktop device. By the end of the decade, France had become the top
European market for PCs and over this period the number of computer
clubs also rose significantly. This growth in computer use was facilitat-
ed by the government’s voluntarist approach (Cats-Baril & Jelassi, 1994;
Schafer & Thierry, 2012a). In 1978, when France was still lagging behind,
the Nora-Minc report called for the unification of computers and telephone
networks. That year also marked the would launch the unique experience
of the Minitel (Gonzalez & Jouve, 2002; Schafer & Thierry, 2012a; Driscoll
& Mailland, 2017). First intended as a way of giving the public access
to databases, Minitel soon morphed into a communication device and a
large-scale social experiment that led to the creation of France's earliest
virtual communities. At the end of the 1980s, a quarter of French residents
had access to Minitel. Other less popular computer networks were also
accessible through dial-up connections, such as Calvacom, launched by
Apple and the American College in Paris (Thierry, 2012).

All these early popular computer culture experiences, with their novices
and “enlightened amateurs” (Schafer & Thierry, 2012b), were the backdrop
against which the Internet swept through the country. In the early 1990s, as
the Cold War came to an end, the Internet was growing and globalization



increasing to such an extent that it would soon culminate in a historic
democratization of communications (Gerich, 1992). At the same time,
the Internet’s political economy was turned upside-down by a mounting
wave of neoliberal commodification that opened telecom markets up to
competition (Jin, 2008; Pickard, 2007)

A non-profit association, the French Data Network, was founded in
1992, prior to the onset of Internet “dinosaurs” such as Netscape (1993),
Yahoo (1993), Internet Explorer (1994) and MSN (1994). FDN was the
“crazy idea” of Christian Paulus, a 35 year-old computer scientist, and a
handful of Parisian computer enthusiasts, including Jean-Philippe Nicaise,
Hubert Delahaye and Arnaud Weber (Nicaise, 2016). Meeting over dinner
in February 1992, this small group of friends began planning for a new
service that would bypass existing French networks and connect directly to
American servers using UUCP.2 Then the project’'s code names were “Fou
du Net” and “Fou Fou Net” (Nicaise, 2016). Paulus and his friends were
mainly interested in the Internet’s educational potential and had very little
experience with activism. At the time, they simply wanted to “open up this
emerging worldwide library to everybody” (Paulus, 2016, our translation).
The association was conceived of as a means by which to mutualize access
costs, and in line with this principle of solidarity FDN offered discounted
prices to students and the unemployed (Nicaise, 2016).

In May 1992, Paulus and his friends contacted U. S.-based service
provider UUNET and succeeded in joining the UUCP and SMTP? crowd—
on the strength of three NEXT computers (and attached UUCP modems)
located first in Nicaise's apartment and later in Paulus’ living room, in Paris
(Nicaise, 2016). The following month, on June 2nd, the French Data Network
was formally created, with Paulus acting as president, Arnaud Weber as
vice-president, Jean-Philippe Nicaise as treasurer, and Hubert Delahaye as
secretary. In the succeeding two years, approximately 400 people joined
FDN, including about 25 non-profit and for-profit organizations acting as
proxy for their members (Nicaise, 2016). Communicating on UUCP and
exchanging emails on SMTP required having your own microcomputer
equipped with a modem and UUCP free software such as FreeBSD or
NetBSD (Jgrgensen, 2001). Members paid annual membership fees of
100 francs (15 euros)—or 10 francs for students—and a monthly flat-rate
subscription of 180 francs (27 euros) entitling them to a generous data
allowance. Among other services, FDN provided users with their own IP
addresses and configurable email services, and ran file-sharing servers

2 UUCP is an abbreviation of Unix-to-Unix Copy, a suite of computer programs and protocols
first released in 1979 to provide for remote command execution, file transfer by email, and
news bulletins between computers.

3 Simple Mail Transfer Protocol (SMTP) is an internet standard for electronic mail transmis-
sion, first released in 1992.
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Fig. 1: Snapshot of FDN's original by-laws (January 1993,
J.-P. Nicaise's personal archives)

from which members could download free open-source software to man-
age their modems and configure their connections. The FDN community
contributed to this software by writing bits of code and translating English
technical documentation and tutorials to make them more accessible
to French users. Paulus even attracted national visibility among French
internet pioneers by translating Netiquette—the set of social conventions
used by first Internet users to regulate online interactions (Hambridge,
1995). Overall, things were going smoothly. Revenues were much better
than expected and more than covered expenditure.

The following year, FDN teamed up with RENATER, the newly-formed
public national network for academic and research institutions (see Schafer
& Tuy, 2013). In his professional capacity, Nicaise was invited to join a
meeting organized by RENATER and learned about the institution’s pro-
posal to subsidize internet connectivity. Excited about the prospect, FDN's
co-founders reached out to RENATER later that year, emphasizing its ed-
ucational focus and special prices for students and job-seekers. A couple
of months later, RENATER granted FDN a special 64 kilobits per second
line to their data center providing an uplink to the worldwide internet, a
router, a first batch of public IP addresses with which to connect their
servers to the Net, as well as its fdn.fr domain name—all for a symbolic
price. The team was ecstatic and by March 1993, after some engineering
work, the new infrastructure was up and running, still on UUCP. Later that
year, FDN switched from UUCP modem to IP connections and was able to
offer real internet access.



By that time, FDN was operating in—and trying to make sense of—a
new ambiguous context. On one hand, the Internet was becoming in-
creasingly commodified, as e-commerce and online advertising developed
rapidly. On the other, the mid-1990s witnessed a “renaissance” of social
movements in France and the rise of internet activism—namely use of
the internet by social movements adopting what Stefania Milan (2013)
calls “emancipatory communication practices” (see also Granjon & Torres,
2012). The internet sparked a political movement of tech activists whose
aim was “to bypass the politics of enclosure and control enacted by states
and corporations” and achieve “structural reform at the grassroots level
through the creation of autonomous spaces of communication” (Milan,
2013, p. 10).

FDN and the rise of digital rights activism in France

This new context coincided with a change in FDN's leadership. By 1995,
Paulus and his friends had been replaced by a new generation of FDN
leaders, as the former were busy developing their careers in the booming
tech sector (today, one of them works at France Télécom Orange while
another works at Google). In March 1998, following a brief period during
which Fabien Roy served as FDN president and Sam Przysma as interim
president, FDN's members elected a new young president named Benjamin
Bayart, a computer scientist in his early 20s, ushering in a new, more po-
litical era in FDN history.

While the Internet was getting increasingly politicized, FDN mem-
bers were loosely connected to early forms of internet activism such as
the Freenix association (free software) and the worldwide Blue Ribbon
campaign for online freedom of speech, organized in 1996 to oppose
the adoption by the U. S. Congress of one of the first Internet censorship
laws, the Communications Decency Act (Chemla & Bayart, 2016). Also
in 1996, the French government initiated its first regulatory crackdown,
heightening censorship and its surveillance capabilities. In response, a
handful of French internet pioneers created the Association des utilisateurs
d’internet (AUI), the first French organization formed to defend the civil
rights of internet users (Pétin & Tréguer, 2018). A few months earlier, the
Réseau associatif et syndical (R@S) was set up in the aftermath of the
November-December 1995 social uprising against the pension reform
proposed by the right-wing government of the day. R@S was a key player
on the early French internet activism scene and one of the first to consider
the Internet as a means for organizing social movements (Sauterey, 2005;
Granjon & Torres, 2012). R@S teamed up with workers’ unions and local
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organizations involved in the Global Justice Movement—the worldwide
movement opposing neoliberal globalization and institutions like the World
Trade Organization and the International Monetary Fund—providing them
with secure e-mail, free hosting services and innovative web-publishing
tools (Papatheodorou, 2005; Granjon & Torres, 2012). This led to interesting
forms of cross-fertilization. On the one hand, these new links helped to
politicize the techies. On the other, it educated these older activist orga-
nizations on the Internet’s radical-democratic potential and the ability to
exert bottom-up control over computer networks, in particular through
free software (Coleman, 2005).

Looking back into the Usenet archives, it is interesting to note that
FDN is frequently cited in the discussions of those involved in setting up
AUl and R@S (AUI, 1995). The reason was not only that FDN was—or had
been—their Internet access provider, but also that for many, it was their
most significant reference in terms of setting up and operating a non-profit
organization (Tréguer & Trudel 2017).

The politicization of the Internet intensified further in the months that
followed, in the aftermath of the so-called Altern Affair (Schafer, 2018;
Pétin & Tréguer, 2018). Built by a young French programmer named Valentin
Lacambre, altern.org was a free hosting service which faced numerous
challenges and was a key player in the French debate on “intermediary
liability.” An appellate court decision eventually held Lacambre liable for
the content published by Altern’s users, leading to the 47,000 websites
hosted on the platform being shut down.

From then on, FDN increasingly took part in the emerging French and
international internet activism scene (Chemla & Bayart, 2016). For FDN's
active volunteers, citizen-owned and run internet providers seemed to be
a natural avenue for resisting to the trend to commodification and political
control over the new communication infrastructure (Bayart, 2016). Though
the leading members of the emerging digital rights scene did not neces-
sarily perceive FDN's political potential, all shared the goal of equipping
newcomers with technical know-how and cultivating an understanding of
the Internet'’s political importance.

Maintaining technological relevance:
a condition for political action

Despite the increasing politicization of the Internet in the mid-1990s, FDN
soon had more pressing concerns to deal with than taking a leading role in
this early internet rights activism scene. Indeed, the most pressing issue
was maintaining FDN's core activity, i. e. internet access provision.



FDN had around 20 mostly commercial internet provider competitors
in France (see Rebillard, 2012). In the context of rapid privatization, regu-
lation promoted both the unbundling of last-mile as well as facility-based
competition, and new companies began developing their own network
infrastructure (Michalis & Ruhle, 2001). This, along with the mobile tele-
phone communications explosion and the democratization of internet
access, made liberalization seem like a success story: innovation in telecom
services was dynamic and fast paced, prices were low and the number of
internet users was surging.

It was becoming increasingly difficult for FDN to keep pace and
compete with commercial providers such as Wanadoo, Free and Club
Internet. In 1996 alone, when the Internet made its first general public
breakthrough, FDN lost 10% of its members to commercial providers. In
1997, an extraordinary general assembly cast doubt on the very survival
of the association (French Data Network, 1997). At the time, FDN was
also facing up to the consequences of the new European directives then
opening up telecom markets to competition and imposing new obli-
gations on operators. To be registered as a lawful telecom player, FDN
had to pay an annual fee of about 130,000 francs (20,000 euros) to the
newly created national regulatory authority, the Autorité de régulation
des télécommunications. The fee was designed for commercial players,
and for FDN the sum was equal to its revenues. To avoid this crushing
financial burden, the organization did not register and chose to remain
under the radar (Bayart, 2016).

At approximately the same time, RENATER suddenly decided that
FDN was actually operating a commercial service and dropped its support.
FDN eventually switched from RENATER to Oléane, a business-to-busi-
ness telecom operator who also provided batches of IP addresses, but on
less advantageous financial terms. This led to changes in the association’s
bylaws, adopted in March 1998 at Bayart’s behest. Article 2 of the bylaws
now read: “The association aims to promote, use and develop internet and
Usenet networks in accordance with its ethics by promoting, in particular,
its use for non-commercial research and educational purposes” (French
Data Network, 1998, p. 3, our translation). The meeting's minutes show that
the phrase “in particular” was especially important—and ambiguous—in
that it suggested “a less rigid framework for the evolution of the French
Data Network [...] clearly indicating our desire for openness to small scale
entities such as craftsmen and small businesses” (French Data Network,
1998, p. 2, our translation).

In the mid-2000s, as connection speed significantly increased, thanks
to the deployment of ADSL technologies, the situation worsened. By that
time, FDN had only 40 subscribers, all of them using their slow FDN access
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for very simple and old applications. The bulk of their internet use relied
on mainstream access providers.

From 1999 to 2007, FDN had stayed off the grid, holding no general
assemblies, and its activities were less intensive than ever on the political
front. Its few remaining members were mostly preoccupied with the very
survival of the association in the face of taxation issues and commercial
“high-speed” ADSL services. But those users who remained with FDN
were the most committed to its values and mission, and were tied to the
emerging digital rights movement, which underwent a revival in the late
2000s. This revival coincided with the adoption of ADSL in 2005, a proj-
ect undertaken by Bayart who had been setting up an ADSL system for a
mainstream operator (Bayart, 2016). After 18 months of internal lobbying,
finding and talking to the right people, he managed to find someone in the
business department of the company ready to make a special offer: that
large telecom provider would lease parts of its network to FDN through
so-called “bitstream offers.” Rather than having to deploy its own infra-
structure in the last-mile networks, FDN could rely on that of this much
bigger operator in exchange for a per-subscriber fee.

In 2005, the roll-out of ADSL service brought FDN back into the game,
on atechnical level as well as in membership terms. At 29 euros per month,
the subscription fee was comparable to that offered by commercial players,
and FDN began recruiting new members (Sirjean, 2017).

The Fédération FDN and the second wave
of digital right activism

Having secured the future of the organization, Bayart also became more
politically involved in the mid-2000s, addressing crowds of free software
activists at public events. At one famous speech that gathered much view-
ership online, Bayart described the Internet’s enclosure and growing cen-
tralization as a move towards a “Minitel 2.0" (Bayart, 2007). This talk struck
a chord in an increasingly politicized activist milieu. In 2008, Bayart also
participated in the foundation of La Quadrature du Net (acting as the asso-
ciation’s treasurer), a group that would go on to occupy the political space
that had been left vacant since the end of the Association des utilisateurs
d’internet in 2002 and the disappearance of another similar organization,
Imaginons un Réseau Internet Solidaire (Pétin & Tréguer, 2018).

In 2009, FDN was a vocal opponent of French HADOPI law, which
aimed to restrict peer-to-peer exchanges and disconnect internet us-
ers responsible for copyright infringements (Lausson, 2010). According
to Benjamin Bayart (2009), the debate surrounding the HADOPI law



contributed to politicizing a large number of ‘mainstream’ internet users
for the very first time. It also paved the way for another central issue which
dominated the policy agenda in subsequent years: that of Net neutrality—a
central concept according to which telecom providers should not prioritize
or block specific content or applications online (Marsden, 2010; Wu, 2010).

FDN was thus extremely active in fighting online censorship. In 2010-
11, during the WikiLeaks Cablegate, FDN created a WikiLeaks mirror site
to help circumvent censorship attempts and helped to channel donations
to Julian Assange’s organization to circumvent the banking blockade it
was subjected to (Agence France-Presse, 2010; Champeau, 2012). During
the Arab Spring, the organization set up modems and shared telephone
numbers to allow Egyptian protesters to connect to the Internet through
dial-up connections during the internet shutdown, also partnering with
Reporters Without Borders to provide VPN services to political dissidents
(Doucet, 2011; Luquin, 2011). All this attracted significant media coverage
and helped publicize the role played by FDN in the debates surrounding
digital rights.

This was the moment when Bayart, other FDN volunteers and a handful
of other French non-profit access providers went on to motivate people
across France to join and start building their own community networks.
Rather than growing a single organization, the choice made was to ‘swarm’
in decentralized mode, creating many local non-profit organizations. Soon,
in the context of the growing ability of the digital rights movement to frame
these issues at the political level, Bayart's advocacy of non-profit internet
access providers contributed to the creation of more than a dozen new
initiatives across France, including amongst others, Tetaneutral.net (2010),
Lorraine Data Network (2010) and Sames Wireless (2010). To coordinate
these developments, share expertise and organize the movement'’s legal
and political representation, an umbrella of non-profit organizations was
also created: the Fédération FDN (FFDN), a “network of networks” now
comprising about thirty community networks and 2500 member-subscrib-
ers. As a federation, FFDN and the various connected organizations were
able to develop political and legal expertise within the existing political and
legal institutions and educate the public on a range of issues, such as sur-
veillance—a rising theme in the post-Snowden context (see Alloing, 2016).

Conclusion
While still providing internet access to many subscribers, FDN—and today

FFDN—embarked on a major shift in the direction of political advocacy
and remains a major player today in the field of French internet activism.
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FDN’s history suggests that community networks are crucial to under-
standing the broader history of communication networks, their uses and
their politics. Our case study is one more indication of the central role of
non-profit, alternative providers in popularizing access to the Internet in
the early days when commercial provision had yet to go mainstream. These
alternative providers and services acted as a key resource in the evolution
of the early 1990s “enlightened amateurs,” who sought to promote a “moral
institution” of internet newcomers via Netiquette (Auray, 2012), to the more
contemporary figure of the “critical Internet user,” actively engaging with
lawmakers and other power-holders while being able to point to these
pockets of resistance alongside the key players (Paloque-Bergés, 2015;
Pétin & Tréguer, 2018).

But FDN's history also shows that, as De Filippi and Tréguer (2015)
have written, “[political] motives are not in and of themselves sufficient for
the network to scale up beyond a restrained community of highly engaged
individuals with strong ideological values” (p. 18). In order to survive and
grow, “community networks must also provide a service that is considered
at least as good and preferably better than that of mainstream ISPs” (p. 18).
In the case of FDN, the adoption of ADSL technology in 2005 was certainly
a turning point that allowed the association to survive and continue its
political commitments.

Finally, this case study also contains interesting lessons for contem-
porary community networks, showing how they can act as a strategic
locus for reinterpreting both ends of traditional “mediactivism” (Cardon &
Granjon, 2013): the critique aiming to empower individuals and collectives
to disseminate their own voices by mastering the roll-out of alternative
networks, and the counter-hegemonic critique that tackles the structural
issues, using these alternative networks as a symbolic resource to ward
off forms of domination and collusion that divert telecommunications and
media policies from the public interest.

If the history of the Internet remains largely to be written, this is all
the more true of the history of community networks such as FDN and the
broader history of internet rights activism. Our hope is that this article can
provide a useful contribution to future comparative research that embraces
the diversity of technological, political and national contexts.
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Hacking Apartheid

Revolutionary Communication and the South African
National Liberation Movement!

Sophie Toupin

Abstract

In the 1980s, South African freedom fighters created an encrypted communi-
cation system that allowed infiltrated activists on the ground to communicate
secretly and transnationally with the senior leadership of the African National
Congress (ANC) based in Lusaka, Zambia via London, UK. This encrypted
communication system was set up as part of Operation Vula, an operation
that aimed to launch a people’s war and ultimately liberate South Africa from
apartheid. While the successful deployment of an encrypted telematics sys-
tem was remarkable at a time when the Internet as we know it today did not
yet exist, the ANC already had a history of experimenting with and setting up
different forms of communication systems. By mapping, documenting and
elucidating the ways in which the encrypted communication system worked,
this article explores one specific example of mediation via telematics technology
in a liberation movement. Finally, | propose to explore this case study through
the hacking apartheid concept, and ask how this concept enables us to think
through hacking as a political, social and technical practice embedded in a
national liberation movement.

Keywords: Hacking, Apartheid, Liberation Movements, Encryption, South Africa

It's early July 1990. The Durban Security Branch has just arrested two
Umkhonto we Sizwe (MK)—the ANC’s military wing—operatives in
Durban, South Africa and found on them floppy disks containing a list of
operatives’ names, safe house locations and UK phone numbers, among
many other things (Garrett & Edwards, 2007; Henderson, 1997; O'Malley,
n.d.). By first arresting Mbuso Shabalala and Charles “Francis” Ndaba,?

1 | am grateful to Professor Darin Barney, Professor Gabriella Coleman and Professor Carry

Rentschler for their generosity in advising me on the larger project associated with this
article. This article is indebted to the freedom fighters who participated in Operation Vula
and their allies. Finally, | would like to thank the peer reviewers for their feedback.

2 Shabalala and Ndaba were working underground for Operation Vula. After their arrest in
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the Security Branch had accidently discovered Operation Vula and an
encrypted communication system whose aim was to dismantle the white
supremacist regime in place since 1948. The computer diskettes and
UK phone numbers were part of a sophisticated encrypted communica-
tion network developed by exiled South Africans Tim Jenkin and Ronnie
Press® who were part of the African National Congress (ANC) Technical
Committee (TC). The system had been up and running for two years
(Jenkin, 1995) and enabled freedom fighters who were part of Operation
Vula to communicate secretly and transnationally mainly between South
Africa and Lusaka, Zambia via London, UK. Other links were also set up
in Amsterdam (Netherlands), Alberta (Canada), Harare (Zimbabwe) and
Paris (France).

This article will focus on the technological communication ingenuity
and inventiveness of the South African national liberation movement.
Mapping and documenting the prototyping of a variety of communica-
tion technologies built in, and for, conditions of oppression and scarcity is
significant. It counters the belief that African liberation movements were
devoid of early sophisticated technological experimentation and high-
lights the role played by anti-apartheid freedom fighters—one of whom is
associated with the contemporary hacker movement—in bringing about
freedom in South Africa. This article attempts to contribute to the history
of digital media and communication studies generally and more specifically
to the history of revolutionary communication by reflecting upon the South
African liberation movement’s communication and technological practices.
This will involve presenting a brief overview of some of the communication
tools experimented with by the national liberation movement including
by the African National Congress (ANC), Umkhonto we Sizwe (MK)—the
military wing of the ANC—and the South African Communist Party (SACP).
Highlighting some of these projects situates the development of the en-
crypted communication system within a wider history of communication
and technological development.

| will then touch on the concept of hacking apartheid as a way of un-
derstanding the development and use of this encrypted communication
system. | will ask how this concept enables us to think through hacking
as a political, social and technical practice embedded in a national libera-
tion movement. Finally, | will call for further study of the experimentation,
development and/or use of communication and technological systems
by liberation movements, particularly in Latin America, Asia and Africa.
Because of the nature of underground communication and the danger in

July 1990, they both disappeared. During the Truth and Reconciliation Commission, it was
revealed that both operatives had been murdered.
3 Press passed away in 2009.



revealing its existence when in operation, it is usually only in hindsight
that such systems can be revealed and that concept work can emerge
from empirical projects.

Methodology

This article is based on mixed-methods, including a study of academic arti-
cles, published and unpublished autobiographies of South African freedom
fighters, South African newspaper clippings of when Operation Vula was
discovered in July 1990, published and unpublished messages exchanged
through the system, video documentaries, interviews and archival work.
On